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Identity and access management



Microsoft a leader in the Gartner MQ for Access Management

Azure Active Directory (Azure AD) is a universal identity 
and access management platform that provides the right 
people the right access to the right resources. It 
safeguards identities and simplifies access for users. Users 
sign in once with a single identity to access all the apps 
they need—whether they’re on-premises apps, Microsoft 
apps, or third-party cloud apps. Microsoft was recognized 
for high scores in market understanding and customer 
experience.



Password…..



Worst Passwords of 2018-2019

TOP 2018

1. 123456

2. password

3. 123456789 

4. 12345678 

5. 12345 

6. 111111

7. 1234567

8. sunshine

1. 123456

2. 123456789

3. qwerty

4. password

5. 1234567

6. 12345678

7. 12345

8. iloveyou

TOP 2019

9. qwerty 

10. Iloveyou

11. princess

12. admin

13. welcome

14. 666666

15. abc123

100. ….

9. 111111

10. 123123

11. abc123

12. qwerty123

13. 1q2w3e4r

14. admin

15. qwertyuiop

100. merlin

https://www.teamsid.com/splashdatas-top-100-worst-passwords-of-2018/
https://www.teamsid.com/1-50-worst-passwords-2019/



Identity as a Service

40%

By 2022, 40% of global midsize and larger 
enterprises will use identity and access 

management as a service (IDaaS) capabilities 
to fulfill most of their identity and access 

management (IAM) needs.

Key Identity Trends

Credential theft

81%

Over 81% of reported incidents 
in 2018 involved use of stolen 

user credentials.

Cloud-Based Attacks

300%

Cloud-based user account 
attacks have increased 300% 

from 2017 to 2018.



Your Pa$$word doesn't matter

Attack Also known as Frequency Mechanism User assists 
attacker by

Does your 
password 
matter?

Credential Stuffing Breach replay, list cleaning
Very high – 20+M 
accounts probed daily in 
MSFT ID systems

Very easy: Purchase creds 
gathered from breached 
sites with bad data at rest 
policies, test for matches 
on other systems. List 
cleaning tools are readily 
available.

Being human. Passwords 
are hard to think up.
62% of users admit 
reuse.

No – attacker has exact 
password.

Phishing Man-in-the-middle, 
credential interception

Very high. 0.5% of all 
inbound mails.

Easy: Send emails that 
promise entertainment or 
threaten, and link user to 
doppelganger site for 
sign-in. Capture creds. Use 
Modlishka or similar tools 
to make this very easy.

Being human. People are 
curious or worried and 
ignore warning signs.

No – user gives the 
password to the attacker

Password spray Guessing, hammering, 
low-and-slow

Very high – accounts for at 
least 16% of attacks. 
Sometimes 100s of 
thousands broken per day. 
Millions probed daily.

Trivial: Use easily acquired 
user lists, attempt the 
same password over a 
very large number of 
usernames. Regulate 
speed and distributed 
across many IPs to avoid 
detection. Tools are 
readily and cheaply 
available. See below.

Being human.
Using common passwords 
such 
as qwerty123 or Estate20
18!

No, unless it is in the 
handful of top passwords 
attackers are trying.



Your Pa$$word doesn't matter

Attack Also known as Frequency Mechanism User assists 
attacker by

Does your 
password 
matter?

Brute force Database extraction, 
cracking Very low.

Varies: Penetrate network 
to extract files. Can be 
easy if target organization 
is weakly defended (e.g. 
password only admin 
accounts), more difficult if 
appropriate defenses of 
database, including 
physical and operation 
security, are in place. 
Perform hash cracking on 
password. Difficulty varies 
with encryption used. See 
below.

None.

No, unless you are using 
an unusable password 
(and therefore, a password 
manager) or a really 
creative passphrase. See 
below.

Other: Keystroke 
logging, Local 

discovery, 
Extortion

Low https://techcommunity.microsoft.com/t5/azure-active-directory-identity/your-pa-word-
doesn-t-matter/ba-p/731984



Solution…..GO PASSWORDLESS…BUT…..
Roadmap

Require unique passwords

Enable password-less credentials

Adopt modern authentication

Block basic authentication

Eliminate passwords



Microsoft 365 Plans



Microsoft 365 Plans

Service area Feature
Office 365 

Business Premium
Microsoft 365 

Business Microsoft 365 E3 Microsoft 365 E5

Licenses available Maximum number 
of users

300 300 Unlimited Unlimited

Office apps Office Business Business ProPlus ProPlus

Email & calendar Outlook, Exchange 
Online

50 GB 50 GB unlimited unlimited

File storage OneDrive for 
Business

1 TB per user 1 TB per user unlimited unlimited

https://docs.microsoft.com/en-us/office365/servicedescriptions/microsoft-365-service-descriptions/licensing-microsoft-365-in-smb#feature-comparison-office-
365-business-premium-and-microsoft-365-plans



Microsoft 365 Plans

Service area Feature
Office 365 

Business Premium
Microsoft 365 

Business Microsoft 365 E3 Microsoft 365 E5

Threat protection Microsoft Advanced 
Threat Analytics, 
Device Guard, 
Credential Guard, 
AppLocker, Enterprise 
Data Protection

No No Yes Yes

Office 365 Advanced 
Threat Protection

No Yes No Yes

Windows Defender 
Advanced Threat 
Protection

No No No Yes

Office 365 Threat 
Intelligence

No No No Yes



Microsoft 365 Plans

Service area Feature
Office 365 

Business Premium
Microsoft 365 

Business Microsoft 365 E3 Microsoft 365 E5

Identity management Self-service password 
reset for hybrid Azure 
Active Directory 
accounts, Azure MFA, 
Conditional Access

No Yes Yes Yes

Azure AD: Cloud App 
Discovery, Azure AD 
Connect Health, SSO 
for more than 10 
apps

No No Yes Yes

Azure Active 
Directory Plan 2

No No No Yes



Microsoft 365 Plans
Service area Feature

Office 365 
Business Premium

Microsoft 365 
Business Microsoft 365 E3 Microsoft 365 E5

Device & app 
management

Microsoft Intune, 
Windows AutoPilot

No Yes Yes Yes

Shared computer 
activation, Windows 
Virtual Desktop

No Yes Yes Yes

Microsoft Desktop 
Optimization Pack, 
VDA

No No Yes Yes

Information 
protection

Office 365 data loss 
prevention, Azure 
Information 
Protection Plan 1

No Yes Yes Yes

Azure Information 
Protection Plan 2, 
Microsoft Cloud App 
Security, Office 365 
Cloud App Security

No No No Yes



@AaronDinnage
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Azure Active Directory



Azure AD is a multi-tenant, cloud-based 
directory  and identify management service

Centralized directory store

Used by Azure and Office 365

Contains all the identities of users in your 
organization

What is Azure Active Directory?

Govern access to all your 
apps in one place

Manage all your 
identities in the cloud

Employ industry-leading 
security



What is Azure Active Directory?
 Single sign-on to any cloud or on-premises web app: Use a 

single identity for on-premises and cloud resources

 A full suite of identity management capabilities including 
multi-factor authentication, device registration, self-service 
password management, privileged account management, 
RBAC, monitoring, auditing, and alerting

 Extend AD to the cloud

 Compatible with iOS, Mac OS X, Android, and Windows 
devices

 Protect on-premises web applications with secure remote 
access

 Help protect sensitive data and applications

 Azure AD is primarily an identity solution, and designed 
for HTTP and HTTPS communications

 Queried using the REST API over HTTP and HTTPS. 
Instead of LDAP.

 Uses HTTP and HTTPS protocols such as SAML, WS-
Federation, and OpenID Connect for authentication (and 
OAuth for authorization). Instead of Kerberos

 Includes federation services, and many third-party 
services (such as Facebook)

 Azure AD users and groups are created in a flat 
structure, and there are no Organizational Units (OUs) or 
Group Policy Objects (GPOs)



BYO Devices

Hybrid Environments

Customers & 
Partner

Cloud

Public cloud

Microsoft Azure 
Active Directory

On-premises
& web apps

Azure 
AD Connect

Windows Server 
Active Directory

…the vast majority of organizations are now in the process of
migrating data to the cloud, managing hybrid infrastructures
in a complicated balance of legacy network components and
traditional applications.” Michael Xie, Forbes Magazine

…the vast majority of organizations are now in the process of
migrating data to the cloud, managing hybrid infrastructures
in a complicated balance of legacy network components and
traditional applications.” Michael Xie, Forbes Magazine



Azure AD Connect

Seamless
authentication

Sync
engine

On-premises 
/ Private cloud

Azure AD
ConnectWindows Server

Active Directory

Self
Service

MFA
Single
sign-on

Microsoft Azure 
Active Directory



Authentication options in Azure AD 



ON PREMISES

Azure AD

Azure AD Connect
Active 
Directory

Secure and compliant

Only non-reversible hashes are 
stored in the cloud
Leaked credential report available 

Easy to deploy & administer

No on-premises agent needed 

Small on-premises footprint

Great user experience

Same passwords for cloud-based 
and on-premises apps

Integrated with Smart Lockout, 
Identity Protection and Conditional 
Access

Disaster recovery option incase 
other authN methods are 
unavailable 

Password Hash Sync



Password Hash Sync

• Azure Active Directory uses 1000 iterations of SHA256 over the salted password 
to generate our per user, per password hash. 

• If the incoming password is synchronized from on-premises, Azure AD receive a 
hash of that on-premises password then re-hash using the same scheme. 

• In addition to this, the database in which the passwords are stored is encrypted 
(encryption also scrambles data, but the data can be recovered with a key), and 
then stored on an encrypted drive using Bitlocker.



ON PREMISES

Azure AD
AuthN Agent

AuthN agent

Active 
Directory

Secure and compliant

Passwords remain on-premises

No DMZ and no inbound firewall 
requirements

Easy to deploy & administer

Agent-based deployment

High availability out-of-the-box

No complex on-premises 
deployments or network config

Zero management overhead

Great user experience

Same passwords for cloud-based 
and on-premises apps
Integrated with Self-Service 
Password Reset

Integrated with Smart Lockout, 
Identity Protection and Conditional 
Access

Pass thru Authentication



Pass thru Authentication

Authentication Agents are persistently connected to the Service Bus queue, one of the available Authentication Agents retrieves the password validation request

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta-security-deep-dive



Password WriteBack
• Password writeback is a feature enabled with Azure AD Connect that allows 

password changes in the cloud to be written back to an existing on-premises 
directory in real time.

• Password writeback is supported in environments that use:
• Active Directory Federation Services
• Password hash synchronization
• Pass-through authentication

• https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-
sspr-writeback



Self-Service Password Management
• Self-service password reset (SSPR) allows users to reset 

their own password without requiring intervention by an 
administrator

• SSPR is not enabled by default

• To reset a password, users must authenticate their identity 
first

• If an administrator wants to use SSPR, they must use two 
verification methods, and they are not able to use security 
questions

• If you purchase Azure AD Premium, it includes the ability to 
write back passwords. This enables you to implement self-
service password reset for synchronized identities and 
federated identities

https://docs.microsoft.com/en-us/azure/active-
directory/authentication/concept-sspr-howitworks

https://docs.microsoft.com/en-us/azure/active-
directory/authentication/howto-sspr-windows



Azure AD Password Protection

Require unique passwords



Azure AD Password Protection
• Protects your organization by detecting and blocking known weak 

passwords and their variants

• It can also block additional weak terms that are specific to your 
organization.

• Enhance the password quality of your organizations.

• Thwarting "password spray" attacks type.

• Stop users to use guessable passwords.

• Permit the use On-Premises of the:
• Microsoft Global Banned Password List
• Custom Banned Password list

DC Agent 
Service

Password
Filter

Banned
Password Lists

Proxy 
Service



Design Principles
• Active Directory:

• No Active Directory schema changes: The software uses the existing Active 
Directory container and serviceConnectionPoint schema objects.

• No minimum DFL/FFL: The software works with every supported Active 
Directory domain or forest functional level (DFL/FFL).

• No Service Account: The software doesn't create or require accounts in the 
Active Directory domains that it protects.

• Network
• Support a proxy architecture using the Azure AD Password Protection Proxy 

Service.
• Domain controllers never have to communicate directly with the Internet.
• No new network ports are opened on domain controllers where the Azure AD 

Password Protection DC Agent is installed.

• Functional
• User clear-text passwords never leave the domain controller, either during 

password validation operations or at any other time.
• The software is not dependent on other Azure AD features. Incremental 

deployment is supported.



Architecture

The Password filter DLL, receives password validation requests from 
the Operating System and forwards them to the DC agent service 
running locally on the Domain Controller.

DC agent service:
• Receives password validation requests from the Password filter 

DLL, processes them using the current locally available 
password policy, and returns the result

• Once per hour calls the Azure AD password protection proxy 
service to retrieve new versions of the password policy

Proxy Service:
• Runs on domain-joined machines in the current Active 

Directory forest. 
• The Main task is to forwards requests from domain controllers 

to Azure AD and returns the response from Azure AD back to 
the domain controllers.

• Must be registered, with two PowerShell cmdlets, on Azure AD 
and in the Active Directory forest



Password evolution Process

OK / Rejected

New Password 

Normalization

Check

Substring
matching

Fuzzy 
matching

Score 
Calculation

Original 
letter

Substituted 
letter

'0' 'o'

'1' 'l'

'$' 's'

'@' 'a'

Contosos = Contoso
Contos = Contoso

sContoso = Contoso

Fuzzy 
matching

Substring
matching

Normalization

Score 
Calculation

Michele123abcd = Michele

MicheleContosoKO
[Matteo] + [Contoso] + (K) + (O) = 4

MicheleContosoOK!
[Matteo] + [Contoso] + (O) + (K) + (!) = 5



Azure AD Password Protection License

Azure AD password protection with 
global banned password list

Azure AD password protection with 
custom banned password list

Cloud-only users Azure AD Free Azure AD Premium 
P1 or P2

Users synchronized 
from on-premises 

Windows Server Active 
Directory

Azure AD Premium 
P1 or P2

Azure AD Premium
P1 or P2



MFA



Implementing Multi-Factor Authentication
 Multi-factor Authentication (MFA) in Microsoft 365 helps 

increase security by requesting users to provide a username 
and a password while signing in and then use a second 
authentication method.

 The second authentication method might be acknowledging a 
phone call, text message, or an app notification on their 
smartphone

 You can also enable users who authenticate from a federated, 
on-premises directory for multi-factor authentication.

 The tenant administrator enables MFA in the Microsoft 365 
admin center 



Multi-Factor Authentication

• Any two of more of the following factors:
• Something you know: a password or pin
• Something you have: a phone, smartcard, or hardware token
• Something you are: facial recognition, fingerprint, or other 
biometric 



MFA – How to enable
• Enabled by changing user state - This is the traditional method for requiring two-step 

verification and is discussed in this article. It works with both Azure MFA in the cloud 
and Azure MFA Server. Using this method requires users to perform two-step 
verification every time they sign in and overrides Conditional Access policies.

• Enabled by Conditional Access policy - This is the most flexible means to enable two-
step verification for your users. Enabling using Conditional Access policy only works 
for Azure MFA in the cloud and is a premium feature of Azure AD. 

• Enabled by Azure AD Identity Protection - This method uses the Azure AD Identity 
Protection risk policy to require two-step verification based only on sign-in risk for all 
cloud applications. This method requires Azure Active Directory P2 licensing. 



Changing user state



OATH tokens for Azure MFA

• Azure AD supports the use of OATH-TOTP SHA-
1 tokens of the 30-second or 60-second variety

• The following are the pre-requirements to 
complete this configuration:
• Azure AD Premium P1 or P2 license
• Token2 hardware token(s)
• A CSV file for your token device(s). You can 

request the CSV file after successful 
delivery.

• Import CSV



Combined security information registration 
(preview)

Before combined registration, users registered authentication methods for Azure Multi-Factor 
Authentication and self-service password reset (SSPR) separately. People were confused that similar 
methods were used for Multi-Factor Authentication and SSPR but they had to register for both 
features. Now, with combined registration, users can register once and get the benefits of both 
Multi-Factor Authentication and SSPR.



Authentication Methods–Usage & Insights

• One of the most common requests is to have the 
ability to understand who is and is not registered 
for both MFA and SSPR. In the Registration section 
of the Authentication Methods Registration report, 
you can see:

• how many of your users are registered for MFA and SSPR. 

• how many users are enabled to use SSPR, 

• how many of these users have actually registered so they 
can reset their own passwords. 

• This data is calculated by looking at each user to 
see which methods they’ve registered and whether 
they are enabled for SSPR. You can drill down and 
see the status of each user by clicking one of the 
tiles.



Security Defaults
One-click method 
Enables MFA for all users AND blocks legacy auth tenant 
wide 

It’s FREE!!! 

Secure by default

New tenants will have security defaults enabled by 
default:

• Requiring all users and admins to register for MFA.

• Challenging users with MFA - mostly when they show 
up on a new device or app, but more often for critical 
roles and tasks.

• Disabling authentication from legacy authentication 
clients, which can’t do MFA.



Azure AD Enterprise Applications



Azure AD Application Proxy



Azure AD Conditional Access

Adopt modern authentication

Block basic authentication



Azure AD Conditional Access



Configuring Conditional Access

Corporate resources

Access Decisions

Device & Identity Signals



What is Conditional Access report-only mode?
Report-only mode is a new Conditional Access policy 
state that allows administrators to evaluate the 
impact of Conditional Access policies before enabling 
them in their environment. With the release of 
report-only mode:

• Conditional Access policies can be enabled in report-
only mode.

• During sign-in, policies in report-only mode are 
evaluated but not enforced. Results are logged in 
the Conditional Access and Report-only (Preview) tabs 
of the Sign-in log details.

• Customers with an Azure Monitor subscription can 
monitor the impact of their Conditional Access policies 
using the Conditional Access insights workbook.

https://docs.microsoft.com/en-us/azure/active-
directory/conditional-access/concept-conditional-
access-report-only



Azure AD Identity Protection



Azure AD Identity Protection

• Proactively prevent compromised 
identities from being abused

• Automatically mitigate risk when 
suspicious activity is detected

• Investigate risky users and sign-ins 
to address potential vulnerabilities

• Be alerted when a user’s risk reaches 
a specified threshold

• Export risk detection data to third-
party utilities for further analysis.



How does Identity Protection work? 

A sign-in to Azure AD is considered risky.
examples: unfamiliar sign-in properties, anonymous IP address

An activity done in an application after sign-in is suspicious
examples: user sets up forwarding rules, user sends spam.

The user’s credentials are known to be compromised 
example: reused credentials found on data breach.  

A user is considered at risk if..



Sign-in risk

• A sign-in risk represents the 
probability that a given authentication 
request isn’t authorized by the 
identity owner.

• These risks can be calculated in real-
time or calculated offline using 
Microsoft’s internal and external 
threat intelligence sources including 
security researchers, law enforcement 
professionals, security teams at 
Microsoft, and other trusted sources



User risk

• A user risk represents the 
probability that a given identity or 
account is compromised.

• These risks are calculated offline 
using Microsoft’s internal and 
external threat intelligence 
sources including security 
researchers, law enforcement 
professionals, security teams at 
Microsoft, and other trusted 
sources.



Investigate risk

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-investigate-risk



Risk detections and risk engine

User Risk 
Engine

lllllll

John Doe

lllllll

John Doe

lllllll

John Doe

Real time detections
• Unfamiliar sign-in 

properties
• Anonymous IP

Detections not linked 
to a sign-in
• Leaked credentials
• Azure AD threat 

intelligence

Offline detections
• Atypical travel
• Malware linked IP 

address
• Malicious IP 

address

Detections on activity
• MCAS suspicious inbox 

manipulation
• MCAS impossible 

travel

Microsoft
Cloud App Security



Azure AD Identity Protection License Requirements



Conditional Access + Identity Protection

Corporate
Network

Geo-location

Cloud SaaS 
apps

Microsoft
Cloud App SecurityMacOS

Android

iOS

Windows

Windows
Defender ATP

Client apps

Browser apps

Google IDGoogle ID

MSAMSA

Azure ADAzure AD

ADFSADFS

Google ID

MSA

Azure AD

ADFS

Require
MFA

Allow/block
access

Block legacy
authentication

Force
password
reset******

Limited
access

Controls

Employee & Partner
Users and Roles

Trusted &
Compliant Devices

Physical &
Virtual Location

Client apps &
Auth Method

Conditions

Machine
learning

Policies

Real time
Evaluation
Engine

Session
Risk

3

171TB

Effective
policy

Microsoft Cloud

On-premises
& web apps



End-to-end Identity Protection

Cloud app

Cloud identity

On-prem identity 



Unusual file share activity
Unusual file download
Unusual file deletion activity
Ransomware activity
Data exfiltration to unsanctioned apps
Activity by a terminated employee

Unusual file share activity
Unusual file download
Unusual file deletion activity
Ransomware activity
Data exfiltration to unsanctioned apps
Activity by a terminated employee

In-session detections across your app ecosystem
Cloud App Security (require M365 E5)

Indicators of a 
compromised session

Malicious use of
an end-user account

Malware in cloud apps
Malicious OAuth applications
Multiple failed login attempts 
Suspicious inbox rules

Malware in cloud apps
Malicious OAuth applications
Multiple failed login attempts 
Suspicious inbox rules

Threat delivery 
and persistence

!

!

!

Unusual impersonated activity
Unusual administrative activity
Unusual multiple delete VM activity

Unusual impersonated activity
Unusual administrative activity
Unusual multiple delete VM activity

Malicious use of
a privileged user

Activity from suspicious IP addresses
Activity from anonymous IP addresses
Activity from an infrequent country
Impossible travel between sessions
Logon attempt from a suspicious user agent

Activity from suspicious IP addresses
Activity from anonymous IP addresses
Activity from an infrequent country
Impossible travel between sessions
Logon attempt from a suspicious user agent



Adopt Passwordless Solutions

Eliminate Password



Passwordless authentication options



Passwordless foundation

Windows Hello Microsoft Authenticator FIDO2 Security Keys

Strong 
Credentials
Registration of 
Windows Devices

Authenticator 
app
Registration of 
Mobile Devices

Windows 10 Build 
1809+
Azure AD Joined 
Devices



Secure Authentication Flow

• FIDO2: standard based Passwordless
authentication

• Based on public-key technology

• Private-keys are securely stored
on the device

• Requires a local gesture
(e.g., biometric, PIN)

• Private-keys are bound to a single 
device and never shared

A simple, common architecture



Windows Hello for Business
Microsoft’s premier
passwordless experience

2016
Available since

9.3K enterprise deployments  

with over 1.7M MAD

FIDO2 
Certified



Windows Hello for Business
Description

Windows Hello for Business replaces passwords with 
strong multi-factor authentication on Windows 10 
platforms. This authentication consists of a new type 
of user credential that’s linked to a device and uses a 
biometric or PIN. It lets you sign in with your face, 
iris scan, fingerprint, or a PIN, and enables you to 
authenticate to enterprise applications, content, and 
resources without a password being stored on your 
device or in a network at all. The biometric data is 
only used locally and never leaves the device.

How it works

The Windows Hello provisioning process generates a 
cryptographic key pair bound to the Trusted Platform 
Module (TPM) on a device. Access to these keys and 
obtaining a signature to validate user ownership of 
the private key is enabled only by the PIN or 
biometric gesture. Taking place during Windows Hello 
enrollment, the two-step verification creates a 
trusted relationship between the identity provider 
and the user. When a user makes the gesture 
through the device, the provider is able to verify the 
identity from the combination of Hello keys and the 
gesture. This activates an authentication token that 
allows Windows 10 to access resources and services

3 Deployment Type: Cloud Only, Hybrid, On-Premises 



Microsoft Authenticator 
passwordless sign-in
Microsoft’s passwordless anywhere solution

2018
Available in public 

preview

16M+users of App 

50M downloads

~50K MAU 
for passwordless

sign-in



MS Auth App Passwordless
Instead of seeing a prompt for a password after 
entering a username, a person who has enabled 
phone sign-in from the Microsoft Authenticator app 
will see a message telling them to tap a number in 
their app. In the app, the user must match the 
number, choose Approve, then provide their PIN or 
biometric, then the authentication will complete.



FIDO2 security keys
Microsoft’s passwordless solution for 
shared devices

Currently only for Azure AD Joined devices

July 2019 
Available in public 

preview

2K+ tenants have enabled 
feature and registered keys

750+ 
enterprises  

expressed interest



Passwordless with FIDO2 security keys

NFC BadgeUSB Biometric KeyUSB/NFC Key

Open standards that allow innovative offerings from partners, serving broad range of user needs



Strong Authentication with FIDO2 security key
1

Windows 10 device

6 3

4

7

9

2

3

4

5

2
1

User plugs FIDO2 security key into computer

Windows detects FIDO2 security key

Windows device sends auth request

Azure AD sends back nonce

User completes gesture to unlock private key stored 
in security key’s secure enclave

FIDO2 security key signs nonce with private key

PRT token request with signed nonce is sent
to Azure AD

Azure AD verifies FIDO key signature

Azure AD returns PRT to enable access to cloud 
resources

8

7

8

9

5

6



Enable password-less sign-in with security keys
Step 1- Configure the authentication method

Step 2 -Register security key as sign-in method (require 
Combined security information registration )

Step 3 - Configure security keys as a sign-in option



Upcoming
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Passwordless sign-in using 
FIDO2 security keys 

- Azure Active Directory Joined 
(AADJ)  

- Hybrid AADJ Windows 10 
devices 

Seamless SSO to Cloud and on-
premises resources 

FIDO2 public preview expanding to Hybrid 
environments
(Early 2020)

What will be included?



Microsoft Passwordless Journey

Deploy password-
replacement offerings

Reduce user-visible 
password surface area 

Transition to 
passwordless methods

Eliminate passwords 
from identity directory

1
2

3
4

Achieve end-user promise

Achieve security promise



Protect, Detect and Responde



User browses to a 
website

Phishing
mail

Clicks on a URL,
Open attachment

Exploitation
& Installation

Command
& Control 

Brute force account,
use stolen account

User account 
compromised

Attacker 
attempts lateral 
movement 

Privileged 
account 
compromised

Domain 
compromise & 
persistence

Attacker accesses 
sensitive data

Exfiltrate data

Azure AD Identity Protection
Identity protection &

conditional access

Cloud App Security
Extends protection & conditional 
access for cloud applications

Azure ATP

Azure AD Identity Protection
Identity protection &

conditional access

Detect identity-based attacks

Attacker collects 
reconnaissance and 
configuration data

Microsoft Defender ATPOffice ATP

Maximize detection during attack stages



PREVENT
Improve Security Posture

Automate updates and configuration

DETECT
More Visibility, Less Alerts
Focus on what’s important and 
reduce noise

INVESTIGATE
Uncover Complex Threats
Understand the entire attack and 
Identify Suspicious users

RESPOND 
Reduce Mean Time To Response

Automate responses and integrate 
with existing tools

Empower your defenders with Azure ATP

Cloud Scale, 
Continuous Updates



On-premises
& web apps Active 

Directory

NETWORK TRAFFIC 
ANALYTICS 

Inspect network traffic: 
NTLM, Kerberos, LDAP, 

RPC, DNS, SMB

SECURITY EVENTS 
& ACTIVE DIRECTORY 

DATA

Inspect events, event 
tracing and profile active 

directory entities

CLOUD BASED 
REAL-TIME DETECTIONS 

Data enrichment and 
correlation in the cloud, for 

real time detections   

USER BEHAVIOR 
ANALYTICS 

Profile users & entities 
behavior, identify 

behavior anomalies

Azure ATP Data Sources and Technologies

Azure Advanced 
Threat Protection

Azure 
ATP 

Sensor



Brute force attempts 
Suspicious VPN connection 
Honey Token account suspicious activities
Logon / Failed logon suspicious activities

Golden ticket attack
DCShadow, DCSync
Data exfiltration
Code execution/Service creation on DC 
Skeleton Key
Suspicious groups membership changes

NTLM Relay & NTLM tampering
Pass-the-Ticket
Pass-the-Hash
Overpass-the-Hash
Resource access suspicious activities

Discovery !

!

!

Credential 
Access

Lateral
Movement Persistence

Detect identity-based attacks throughout the kill chain
Account enumeration 
Security principal enumeration (LDAP)
Users group membership enumeration
Users & IP address enumeration 
Hosts & server name enumeration (DNS)



Azure ATP & Hybrid Environments

A complete identity protection 
for the hybrid organization. 

Azure ATP
Protect, detect, investigate 

and respond to compromised 
users and lateral movements in 

On-premises environments 

Microsoft Cloud App Security 
& Azure AD Identity 
Protection

On-premises



Users with leaked credentials
Activity from suspicious IP addresses
Activity from anonymous IP addresses
Activity from an infrequent country
Impossible travel between sessions
Logon from a suspicious user agent

Unusual file share activity
Unusual file download
Unusual file deletion activity
Ransomware activity
Data exfiltration to unsanctioned apps
Activity by a terminated employee

Compromised
session

Malicious use of
an end-user account

Malware implanted in cloud apps
Malicious OAuth application
Multiple failed login attempts to app
Suspicious inbox rules (delete, forward)

Threat delivery 
and persistence !

!

!

Unusual impersonated activity
Unusual administrative activity
Unusual multiple delete VM activity

Malicious use of
a privileged user

Extend Detections across cloud apps with Microsoft 
Cloud App Security and Azure AD Identity Protection 



Cloud (source: Microsoft Cloud App Security)Cloud (source: Microsoft Cloud App Security)

Cloud (source: Azure AD Identity Protection)Cloud (source: Azure AD Identity Protection)

On-Premises (source: Azure ATP)On-Premises (source: Azure ATP)

Alerts investigation & management
for users in the hybrid organization 



Cloud (source: Microsoft Cloud App Security)Cloud (source: Microsoft Cloud App Security)

On-Premises (source: Azure ATP)On-Premises (source: Azure ATP)

Hunting – based on user activity log
for users in the hybrid organization 



Azure AD Identity Score

The identity secure score is number between 1 and 
223 that functions as an indicator for how aligned 
you are with Microsoft's best practice 
recommendations for security. Each improvement 
action in identity secure score is tailored to your 
specific configuration.

• The score helps you to:
• Objectively measure your identity security 

posture
• Plan identity security improvements
• Review the success of your improvements

• Every 48 hours, Azure looks at your security 
configuration and compares your settings with the 
recommended best practices.



Reducing number of global admins
1. Understand what permissions are needed
2. Identify the appropriate Azure AD RBAC role
3. Move user to one of 50+ built-in roles or build you own!

Application 
Administrator

Application 
Developer

Authentication 
Administrator

Azure DevOps 
Administrator

Azure Information 
Protection Administrator

Billing 
Administrator

Compliance 
Administrator

Conditional Access 
Administrator

Custom 
Role

Exchange 
Administrator

Global 
Reader

Helpdesk 
Administrator

Privileged Authentication 
Administrator

Reports 
Reader



Privileged Identity Management

Discover, restrict, and monitor privileged identities

Enforce on-demand, just-in-time administrative access when needed

Manage access to resources in Azure AD, Azure Resources (Preview), and other 
Microsoft Online Services like Office 365 or Microsoft Intune

Provides more visibility through alerts, audit reports and access reviews

Global 
Administrator

Billing 
Administrator

Exchange 
Administrator

User 
Administrator

Password 
Administrator

Require Premium P2 edition or M365 E5



Removes unneeded permanent 
admin role assignments

Limits the time a user has admin 
privileges

Ensures MFA validation prior to 
admin role activation

Reduces exposure 
to attacks 

targeting admins

Separates role administration 
from other tasks

Adds roles for read-only views 
of reports and history

Asks users to review and justify 
continued need for admin role

Simplifies 
delegation

Enables least privilege role 
assignments

Alerts on users who haven’t 
used their role assignments

Simplifies reporting on admin 
activity

Increases visibility 
and finer-grained 

control

Privileged Identity Management benefits



Modern Identity Journey

Modernize 
Active Directory

Secure high-
privilege 
accounts

Time-bound 
privileges for 

admins

Identity lifecycle 
management and 

self-service

PAW for Azure 
admins

Provision 
hybrid 

identities

Cloud identity 
lifecycle management 

and self-service

MFA & Conditional 
Access for all privileged 

admins

Password-less 
Authentication

Privileged Access 
Workstations (PAW) 
for Active Directory 

(AD) admins
Identity 

Protection for 
cloud identities

SECURE
FOUNDATION

PRIVILEGED ACCESS 
MANAGEMENT

IDENTITY 
MANAGEMENT

PAW for 
privileged 

admins

SECURE 
FOUNDATION

PRIVILEGED ACCESS 
MANAGEMENT

Time-bound 
privileges for 
Azure admins

IDENTITY 
MANAGEMENT

STRONG AUTH. 
AND ACCESS 

CONTROL

MFA & Conditional 
Access for all users

Modernize and secure your on-premises identities Establish your secure hybrid identity Solution




